
C A S E  S T U D Y
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Empowering  
everyday excellence



O R G A N I S AT I O N
BIMCO is the world’s largest 
international shipping association, 
staffed by a team of 60, with more 
than 2,200 members spanning  
120 countries. 

I N D U S T R Y
Global trade association, 
maritime logistics 

B A C K G R O U N D
After experiencing several severe 
security breaches, BIMCO chose to 
ensure the security and productivity 
of its workforce through adopting 
Microsoft 365 and Microsoft 
Advanced Threat Protection. 

S O L U T I O N S  AT  S E N T I A
Modern Workplace and Security

BIMCO
As the world’s largest international shipping 
association, BIMCO offers a range of services 
to a huge community of shipowners, operators, 
managers, brokers and agents. As an organisation 
handling shipping industry contracts and political 
interests for its members, strong security and 
efficient collaborative working are essential to  
its business.

“We really love this way of working. I am always assured on the project 
requirements as part of a mutual dialogue, without the dictatorial 
attitude of some providers.”
– Jesper West, Assistant Manager IT Operations at BIMCO



Office 365 Microsoft 365 

2013 2018

▪ Pay-per-month flexible model
▪ Migration to Sharepoint Online and Exchange Online
▪ Data access without VPN
▪ DKK 12,000 monthly operational saving
▪ Multi-Factor Authentication and Single Sign-On

▪ Device and Identity Management (Microsoft Intune)
▪ Integration of Advanced Threat Protection (ATP) technology

Upgrading 
to a secure, 
flexible 
environment

In a bid to improve security, productivity 
and collaboration, BIMCO onboarded to 
Office 365 with Sentia in 2013. 

After experiencing success from the 
flexibility and immediate cost-savings 
of Microsoft's pay-per-month model, 
BIMCO upgraded to Microsoft 365 in 
2018. The newly announced Advanced 
Threat Protection (ATP) addition was a 
new opportunity to gain intel from its 
inside network, while also staying within 
a familiar Microsoft environment.

“We have changed our 

mindset from desiring what 

others have tested and 

approved to demanding new 

technology which makes 

sense for our security and 

mobility needs.”



“This was our motivation for finding a solution that 

could place us in a proactive position. A Sentia 

consultant helped us take a closer look on what 

each vendor could offer and investigate whether 

what we wanted was possible in a Microsoft context. 

We found Advanced Threat Protection (ATP) as the 

perfect solution. It gives us the ability to see an at-a-

glance overview of machines and suspicious activity 

in real-time, along with actionable intel.”

BIMCO knew it needed to look 
for an enhanced security solution 
after experiencing a near-miss: an 
employee received an email with a 
malware attachment prompting them 
to share login details but thankfully, 
reported it to IT. This was followed by 
another severe security breach, where 
a rogue forward rule was set up from 
a CEO’s email address to an external 
unknown email.

Spooked by the close proximity to 
major crisis, and the reality of security 
breaches without IT having any 
awareness or warning of them, BIMCO 
engaged Sentia to start looking for a 
new threat detection solution. 

Improving 
security 
awareness



Harnessing 
Advanced 
Threat 
Detection

ATP works by sourcing intel from all 
systems and applications based on 
behavioural analysis, with behaviour 
deemed suspicious triggering an 
alarm. In a live example, this picked 
up on one of BIMCO’s directors 
logging in from two very different 
global geographical locations at the 
same time – an impossibility flagging 
malicious activity.

“With ATP as part of 

Microsoft 365 we are 

capable of seeing who 

is targeted by malware 

and what is blocked 

across devices in a clear 

dashboard. This is an 

incredibly valuable insight 

for us to have and we even 

take advantage of it in 

employee training where 

we can explore malware 

families as basis for  

tool education.”

As part of the move to Office365, 
BIMCO’s active directory was hooked 
up to Microsoft Azure’s to combine 
identities for authorisation in the cloud. 
The ATP solution integrates with Office 
365 to provide file and mail protection, 
differentiating between directors and 
employees to avoid CEO fraud through 
policies. 

Month-over-month it helps  
BIMCO prevent 3,500 threats  
on average by blocking mails 
with malware including 
cryptolocker and ransomware, 
as well as phishing attempts.

“Employees have a report 

button in their Outlook 

apps and are themselves 

reporting regularly to IT. 

All-in-all, the solution has 

significantly reduced 

our threat surface and 

contributed heavily in 

closing many vulnerabilities.” 



“Before ATP, you were 

lucky if Windows Defender 

gave you a warning of 

malware even after it was 

loose in your system. 

Then, you would have to 

dedicate a couple of days 

just to investigate exactly 

what happened so that 

the incident didn’t repeat.”

Automation  
for efficiency 

Using ATP, BIMCO can now 
monitor, manage and investigate all 
aspects of security automatically, 
24/7. Automated investigation 
alone (based on behaviour and 
remediation) frees up a huge 
workload amounting to 70 hours 
monthly, allowing more time to focus 
on proactive measures.

Automated investigation 
saves BIMCO 70 work hours 
each month



Benefits  
beyond just 
security

“Using Skype for 
Business means that 
a lot of work is now 
manageable online 
instead of us having to 
send two directors on 
expensive trips to the 
Middle East. Plus, other 
users can also quickly 
and easily participate 
in meetings – so this is 
something that really 
has contributed a lot in 
terms of productivity.”

Alongside security benefits, 
productivity at BIMCO has also 
been aided by new collaborative 
technologies. A new Surface Hub 
installed in the boardroom has proved 
a worthwhile investment, allowing staff 
to use Skype for Business rather than 
travel for meetings. 

This type of technology has also 
helped to boost BIMCO’s external 
operations. For example, during 
contract production processes with 
members in other territories, they 
can now transport signatories to a 
local office with a Surface Hub to 
work through the process, rather than 
having to fly them into Copenhagen 
for each meeting.



“We are seeing improved productivity. Our 

employees spend a lot of time traveling globally 

and this makes sure they always have easy and 

secure access to company data and resources 

on both their laptops and smartphones.” 

Office 365 has also brought 
about increased productivity for 
everyday employees. It gets rid of 
the need to waste time logging in 
via VPN outside the office, often 
also needing authorisation from 
whoever is supplying the Wi-Fi. 
Now, employees can logon easily 
to Office 365 without it.

The process now is much faster: 
rather than first connecting to 
a VPN, then navigating to and 
searching a SharePoint app to find 
the correct site and file, employees 
can simply open their Word app 
with an overview of their latest files 
in the most up-to-date version, 
synchronized across all devices and 
access points via the cloud.

Secure 
mobility for 
all employees



BIMCO uses Microsoft Intune 
to make sure devices are safely 
managed via policies. It means 
that they can control if – and when 
– employee owned smartphones
can gain access to business data.

Alongside Device and Identity 
Management from Microsoft 365, 
and Multi-Factor Authentication 
and Single Sign-On from Office 
365, Microsoft Intune is helping 

BIMCO to maintain and manage an 
ultra-secure and ultra-productive 
mobile working environment.

“This was a priority for us 

to enrol and manage our 

devices and endpoints – 

also in terms of managing 

Windows updates and 

cloud-app deployments.”

Keeping  
all devices 
Intune

“We can safely let employee 
owned smartphones gain 
access to business data.”



A relationship 
built on trust

“Sentia are proactive – 

we have status 

meetings about future 

projects and further 

optimisation, without 

having the hassle of 

reaching out to them all 

the time. We feel that we 

are taken seriously as a 

customer and that we 

can actually contribute 

to the dialogue around 

the running of our sites.”

– Jesper West, Assistant Manager IT Operations at BIMCO

With a relationship spanning  
15 years, BIMCO and Sentia are 
adept at collaborating together  
to achieve the best outcomes.



Top 3 
Business
Advantages

A C T I O N A B L E  I N T E L  A L L - R O U N D
With this solution, businesses can gain intel  
on a silver platter: using it to choose the  
most effective areas to address and optimise 
e.g. activating a specific policy to block a 
certain behaviour
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M O B I L I T Y
Users can work just as securely and productively 
on their phones on the move, as on their laptops 
in the office. Microsoft 365 and EMS store 
everything in the cloud – so there’s no loss of 
version control.

A  C O M P L E T E  S E C U R I T Y  O V E R V I E W
Using the Admin Center and Security and 
Compliance Center (SCC), management can s 
ee all deployments and service issues, with 
Microsoft advising and helping users directly.

“In SCC we have access to all the different ATP and compliance 

features – this overview means that we don’t have to rely on notepads 

to link us to different sites and files. We only need one login to a 

complete portal with single sign on which makes it very easy for us.”



“It is really cool to be able to take a new 

device and let my CEO create just one pin 

code and facial recognition to work with it 

easily and securely. I am proud to be able to 

give users an impression of technology that 

makes everything easier for them in their 

daily work and that they can trust to keep 

their work secure.”

Top 3 
Technological
Advantages
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M A C H I N E  L E A R N I N G
When an incident occurs, preliminary analyses 
and investigation is conducted automatically 
using intel from the entire business. As well as 
saving days of time, effectiveness increases as 
the system learns

I D E N T I T Y- B A S E D  S E C U R I T Y
Multi-Factor Authentication lets businesses 
manage one identity for each user, in a much 
easier, more secure way than simply having 
long passwords and user names. 
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V I S I B I L I T Y  O F  S U S P I C I O U S 
B E H AV I O U R ,  P O T E N T I A L 
T H R E AT S  A N D  V U L N E R A B I L I T I E S
Businesses can use intelligence from past 
attacks to take preventative action using rules 
and alerts in business-critical tools such as 
Exchange Online.  



We lead the way,
so you can lead, 
your way.

We are Sentia. We offer complete 
managed and secure cloud solutions. 

Our teams of cloud experts design, 
build and manage cloud services and 
combine these with 24/7 operations 
and support to guarantee performance. 

We take extreme ownership of your 
infrastructure, applications and 
workplace to ensure your business 
is always on.




